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(57) ABSTRACT

A vehicle may include a camera configured to acquire a face
image of a user approaching from outside the vehicle and a
gesture image of the user; a communication module config-
ured for communicating with a mobile device; a door
locking device configured to lock a door of the vehicle or
unlock the door of the vehicle; and a processor configured to
perform user authentication based on the user’s surface
image, and unlock the door when the user authentication is
successful, and the processor may be configured to control
the communication module to transmit the user’s face image
to a pre-registered mobile device when the user authentica-
tion fails a preset number of times, control the communi-
cation module to receive an emergency access signal from
the pre-registered mobile device, and control the door lock-
ing device to unlock the door when a user’s gesture image
satisfies an unlock condition.
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VEHICLE AND CONTROLLING METHOD
THEREOF

CROSS-REFERENCE TO RELATED
APPLICATION(S)

[0001] The present application claims priority to Korean
Patent Application No. 10-2020-0113675, filed on Sep. 7,
2020, the entire contents of which is incorporated herein for
all purposes by this reference.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002] The present invention relates to a vehicle and a
controlling method thereof, and more particularly, to a
vehicle for controlling unlocking of a door.

Description of Related Art

[0003] Vehicles provided with various additional func-
tions are being developed in consideration of user conve-
nience and safety.

[0004] More specifically, one of the conventional vehicle
access methods includes a physical method of directly
inserting a key into a vehicle. Recently, technologies that
allow access to a vehicle in a more convenient manner, such
as a smart key and a digital key, which are recognized
wirelessly at a certain distance outside the vehicle and
control the unlocking of the door, have been developed.
[0005] Furthermore, as a convenience function of the
vehicle for the user, not only when using keys such as smart
keys and digital keys, but also when the user does not have
the key, there is an attempt to enable user authentication
using a camera to unlock the vehicle door.

[0006] The information included in this Background of the
Invention section is only for enhancement of understanding
of the general background of the invention and may not be
taken as an acknowledgement or any form of suggestion that
this information forms the prior art already known to a
person skilled in the art.

BRIEF SUMMARY

[0007] According to various aspects of the present inven-
tion, the vehicle door may be unlocked through the user’s
face authentication, so that the vehicle can enter the vehicle
even if the user does not have a key. Furthermore, when the
user’s face authentication fails in succession, the user can
unlock the vehicle door using a mobile device, and thus, an
attempt is made to provide a vehicle in which vehicle access
is possible even if there is an error in the user’s face
authentication.

[0008] Various aspects of the present invention are
directed to providing a vehicle which may include: a camera
configured to acquire a face image of a user approaching
from outside the vehicle and a gesture image of the user; a
communication module configured for communicating with
a mobile device; a door locking device configured to lock a
door of the vehicle or unlock the door of the vehicle; and a
processor configured to perform user authentication based
on the user’s face image, and unlock the door when the user
authentication is successful. Also, the processor may be
configured to control the communication module to transmit
the user’s face image to a pre-registered mobile device when
the user authentication fails a preset number of times.
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[0009] The processor may be configured to control the
communication module to receive an emergency access
signal from the pre-registered mobile device, and control the
door locking device to unlock the door when a user’s gesture
image satisfies an unlock condition.

[0010] The processor may be configured to control the
communication module to transmit driver identification
information to the pre-registered mobile device, and control
the door locking device to unlock the door when the use’s
gesture image corresponds to the driver identification infor-
mation.

[0011] The processor may be configured to control the
communication module to transmit an arbitrary authentica-
tion number to the pre-registered mobile device, and control
the door locking device to unlock the door when the user’s
gesture image corresponds to the arbitrary authentication
number.

[0012] The processor may be configured to control the
communication module to transmit an arbitrary gesture
image to the pre-registered mobile device, and control the
door locking device to unlock the door when the user’s
gesture image corresponds to the arbitrary gesture image.
[0013] The processor may be configured to stop the user
authentication when the communication module receives a
stop signal from the pre-registered mobile device.

[0014] The processor may be configured to perform the
user authentication again when the communication module
receives a stop release signal from the pre-registered mobile
device.

[0015] The vehicle may further include: an input config-
ured to receive information on the mobile device and the
processor may be configured to store the input information
on the mobile device in a memory.

[0016] The processor may be configured to store the user’s
face image in a memory when the user authentication fails
a predetermined number of times.

[0017] The camera may be provided on a B-pillar or
A-pillar of the vehicle.

[0018] In accordance with an aspect of the present inven-
tion, a controlling method of a vehicle may include: acquir-
ing a face image of a user approaching from outside the
vehicle by a camera; performing user authentication based
on the user’s surface image; unlocking the door when the
user authentication is successful; and controlling a commu-
nication module to transmit the user’s face image to a
pre-registered mobile device when the user authentication
fails a preset number of times.

[0019] The method may further include acquiring a user’s
gesture image by the camera; controlling the communication
module to receive an emergency access signal from the
pre-registered mobile device, and controlling the door lock-
ing device to unlock the door when a user’s gesture image
satisfies an unlock condition.

[0020] Controlling the door locking device to unlock the
door may include: controlling the communication module to
transmit driver identification information to the pre-regis-
tered mobile device, and controlling the door locking device
to unlock the door when the use’s gesture image corresponds
to the driver identification information.

[0021] Controlling the door locking device to unlock the
door may include: controlling the communication module to
transmit an arbitrary authentication number to the pre-
registered mobile device, and controlling the door locking
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device to unlock the door when the user’s gesture image
corresponds to the arbitrary authentication number.

[0022] Controlling the door locking device to unlock the
door may include: controlling the communication module to
transmit an arbitrary gesture image to the pre-registered
mobile device, and controlling the door locking device to
unlock the door when the user’s gesture image corresponds
to the arbitrary gesture image.

[0023] The method may further include: stopping the user
authentication when the communication module receives a
stop signal from the pre-registered mobile device.

[0024] The method may further include: performing the
user authentication again when the communication module
receives a stop release signal from the pre-registered mobile
device.

[0025] The method may further include: receiving infor-
mation on the mobile device, and storing the input infor-
mation on the mobile device in a memory.

[0026] The method may further include: storing the user’s
face image in a memory when the user authentication fails
a predetermined number of times.

[0027] The methods and apparatuses of the present inven-
tion have other features and advantages which will be
apparent from or are set forth in more detail in the accom-
panying drawings, which are incorporated herein, and the
following Detailed Description, which together serve to
explain certain principles of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] FIG. 1 is a diagram illustrating an exterior of a
vehicle according to various exemplary embodiments of the
present invention.

[0029] FIG. 2 is a control block diagram of a vehicle
according to various exemplary embodiments of the present
invention.

[0030] FIG. 3 is a diagram illustrating performing user
authentication in various exemplary embodiments of the
present invention.

[0031] FIG. 4Ais a diagram for explaining an example of
receiving an emergency access signal from a registered
mobile device in various exemplary embodiments of the
present invention.

[0032] FIG. 4B is a diagram for explaining an example of
receiving a stop signal from a registered mobile device in
various exemplary embodiments of the present invention.
[0033] FIG. 5A is a diagram illustrating a gesture corre-
sponding to a random authentication number in various
exemplary embodiments of the present invention.

[0034] FIG. 5B is a diagram illustrating gestures respec-
tively corresponding to a plurality of random numbers in
various exemplary embodiments of the present invention.
[0035] FIG. 6 is a diagram illustrating a user’s gesture
corresponding to an arbitrary gesture image in various
exemplary embodiments of the present invention.

[0036] FIG. 7 is a diagram showing a flow chart of a
procedure for unlocking a door according to various exem-
plary embodiments of the present invention.

[0037] FIG. 8 is a diagram illustrating a flow chart of a
procedure for stopping and performing user authentication
again according to various exemplary embodiments of the
present invention.

[0038] It may be understood that the appended drawings
are not necessarily to scale, presenting a somewhat simpli-
fied representation of various features illustrative of the
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basic principles of the invention. The specific design fea-
tures of the present invention as included herein, including,
for example, specific dimensions, orientations, locations,
and shapes will be determined in part by the particularly
intended application and use environment.

[0039] In the figures, reference numbers refer to the same
or equivalent portions of the present invention throughout
the several figures of the drawing.

DETAILED DESCRIPTION

[0040] Reference will now be made in detail to various
embodiments of the present invention(s), examples of which
are illustrated in the accompanying drawings and described
below. While the invention(s) will be described in conjunc-
tion with exemplary embodiments of the present invention,
it will be understood that the present description is not
intended to limit the invention(s) to those exemplary
embodiments. On the other hand, the invention(s) is/are
intended to cover not only the exemplary embodiments of
the present invention, but also various alternatives, modifi-
cations, equivalents and other embodiments, which may be
included within the spirit and scope of the invention as
defined by the appended claims.

[0041] Like reference numerals refer to like elements
throughout. The present invention does not describe all
elements of the embodiments, and overlaps between the
general contents or the exemplary embodiments in the Field
of the Invention to which various exemplary embodiments
of the present invention belongs. The present specification
does not describe all elements of the exemplary embodi-
ments of the present invention and detailed descriptions on
what are well known in the art or redundant descriptions on
substantially the same configurations may be omitted. The
term ‘part, module, member, block” used in the specification
may be implemented in software or hardware, and a plurality
of ‘part, module, member, block’ may be embodied as one
component. It is also possible that one ‘part, module, mem-
ber, block’ includes a plurality of components.

[0042] Throughout the specification, when an element is
referred to as being “connected to” another element, it may
be directly or indirectly connected to the other element and
the “indirectly connected to” includes being connected to the
other element via a wireless communication network.
[0043] Furthermore, when a part is the to “include” a
certain component, this means that it may further include
other components, except to exclude other components
unless otherwise stated.

[0044] Throughout the specification, when a member is
located “on” another member, this includes not only when
one member is in contact with another member but also
when another member exists between the two members.
[0045] The terms first, second, etc. are used to distinguish
one component from another component, and the compo-
nent is not limited by the terms described above.

[0046] Singular expressions include plural expressions
unless the context clearly indicates an exception.

[0047] In each step, the identification code is used for
convenience of description, and the identification code does
not describe the order of each step. Each of the steps may be
performed out of the stated order unless the context clearly
dictates the specific order.

[0048] Hereinafter, with reference to the accompanying
drawings will be described the working principle and
embodiments of the present invention.
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[0049] FIG. 1 diagram illustrating an exterior of a vehicle
according to various exemplary embodiments of the present
invention. FIG. 2 is a control block diagram of a vehicle
according to various exemplary embodiments of the present
invention.

[0050] Referring to FIG. 1 and FIG. 2, the vehicle 1
according to the disclosed embodiment includes a door 100,
a door handle 101, a camera 110, a communication module
120, an input 130, a processor 150, a memory 150, a door
locking device 160, a B-pillar 170 and a A-pillar 180.
[0051] The door 100 is provided to be rotatable on the left
and right sides of the vehicle 1 so that the user can board the
interior of the vehicle 1 when opened, and shields the
interior of the vehicle 1 from the outside thereof when
closed.

[0052] The door handle 101 is provided on the door 100,
and a user can open the door 100 by manipulating the door
handle 101.

[0053] The camera 110 may acquire a face image of the
external user 2 of the vehicle 1 and a gesture image of the
user 2, and may transmit the acquired image information to
the processor 140.

[0054] The communication module 120 may transmit
various signals to the mobile device 3 through a wireless
communication network or may receive various signals from
the mobile device 3. Here, the wireless communication
network refers to a communication network configured for
transmitting and receiving signals wirelessly. For example,
the wireless communication network includes, but is not
limited to, not only a 3G communication network, a 4G
communication network, and a 5G communication network,
but also a Bluetooth communication network. The commu-
nication module 120 may transmit a signal received from the
mobile device 3 to the processor 140.

[0055] The communication module 120 may also transmit
various signals to the mobile device 3 through a wireless
communication network used by audio video navigation
(AVN).

[0056] When the communication module 120 performs
near field communication with the mobile device 3, various
signals may be transmitted to the mobile device 3 through at
least one of near field communication (NFC), Bluetooth,
Bluetooth low power (BLE) and Ultra Wide Band (UWB).
[0057] The input 130 may receive information on the
mobile device 3 from a user. The information on the mobile
device 3 may be a phone number or a unique number of the
mobile device 3, but is not limited thereto. Furthermore, the
input 130 may be provided in an audio video navigation
(AVN) device, but is not limited thereto.

[0058] In the instant case, the mobile device correspond-
ing to the input information may be referred to as a mobile
device 3 registered in advance. The input 130 may transmit
information on the mobile device 3 registered in advance to
the processor 140.

[0059] The door locking device 160 may lock the door 100
of the vehicle 1 or unlock the door 100.

[0060] The processor 140 may perform user authentica-
tion based on the face image of the user 2, and may unlock
the door 100 if the user authentication is successful.
[0061] In the user authentication, the processor 140 deter-
mines whether the user 2 attempting to unlock the door is a
registered driver based on the face image of the user 2. If
user authentication is successful, the processor 140 may
control the door locking device 160 to unlock the door 100.
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[0062] The processor 140 may control the communication
module 120 to transmit the face image of the user 2 captured
by the camera 110 to the pre-registered mobile device 3
when user authentication fails a predetermined number of
times.

[0063] The preset number is the number of times that user
authentication may be repeatedly performed.

[0064] The user 2 may check the face image of the user 2
displayed on the display of the mobile device 3 registered in
advance, and may input a command to perform the emer-
gency access mode to the mobile device 3 registered in
advance. In the instant case, the emergency access mode
may be a mode in which the door 100 is unlocked by another
method when the registered driver himself or herself fails to
authenticate the user for a preset number of times and access
to the vehicle 1 is impossible.

[0065] The mobile device 3 registered in advance may
transmit an emergency access signal to the communication
module 120 upon receiving a command to perform the
emergency access mode.

[0066] The mobile device 3 registered in advance may
transmit an emergency access signal to the communication
module 120 upon receiving a command to perform the
emergency access mode.

[0067] The processor 140 may perform an emergency
access mode when the communication module 120 receives
an emergency access signal from the mobile device 3
registered in advance.

[0068] In the emergency access mode, the processor 140
may control the communication module 120 to transmit
driver identification information to the mobile device 3
registered in advance.

[0069] The driver identification information may be infor-
mation which is configured as a basis for determining
whether the person who has repeatedly performed user
authentication is a registered driver who has the mobile
device 3 registered in advance.

[0070] The user 2 may recognize driver identification
information through the mobile device 3 registered in
advance. In the instant case, the user 2 may take a gesture
corresponding to driver identification information.

[0071] The processor 140 may control the camera 110 to
acquire a gesture image of the user 2.

[0072] The unlock condition may be a condition that
becomes a reference when the processor 140 determines
whether to unlock the door 100 based on the gesture image
of the user 2. If the gesture image of the user 2 corresponds
to driver identification information transmitted to the mobile
device 3 registered in advance, the unlock condition may be
satisfied.

[0073] The processor 140 may control the door locking
device to unlock the door 100 when the acquired gesture
image of the user 2 satisfies the unlock condition.

[0074] The memory 150 may store pre-registered infor-
mation on the mobile device 3 and a face image of the user
2.

[0075] The memory 150 may store a program that per-
forms the above-described operation and an operation
described later, and the processor 140 may execute the
stored program. When the memory 150 and the processor
140 are plural, they may be integrated into one chip, or may
be provided in physically separate locations. The memory
150 may include a volatile memory such as a static random
access memory (S-RAM) and a dynamic random access
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memory (Dlap) for temporarily storing data. Furthermore,
the memory 150 may include non-volatile memory such as
a ROM (Read Only Memory), an Erasable Programmable
Read Only Memory (EPROM), and an EEPROM (Electri-
cally Erasable Programmable Read Only Memory:
EEPROM) for storing control programs and control data for
a long time. The processor 140 may include various logic
circuits and operation circuits, may process data according
to a program provided from the memory 150, and may
generate a control signal according to the processing result.
[0076] The mobile device 3 may transmit various signals
to the communication module 120 through a wireless com-
munication network or may receive various signals from the
communication module 120. At the instant time, the mobile
device 3 may display information corresponding to the
received signal on the display of the mobile device 3, and the
mobile device 3 may be a pre-registered mobile device.
[0077] FIG. 3 is a diagram illustrating performing user
authentication in an exemplary embodiment of the present
invention.

[0078] Referring to FIG. 3, the camera 110 may acquire a
face image of a user 2 approaching from outside the vehicle.
[0079] If the similarity between the face image of the user
2 obtained from the camera 110 and the reference image is
equal to or greater than a preset value, the processor 140
determines that user authentication has been successful, and
controls the door locking device 160 to unlock the door 100.
[0080] In the instant case, the reference image may be a
face image of a registered driver who is allowed to unlock
the door 100. The reference image may be previously stored
in the memory 150, and a plurality of reference images may
exist.

[0081] The processor 140 may determine that user authen-
tication has failed if the similarity between the face image of
the user 2 obtained from the camera 110 and the reference
image is less than a preset value. When it is determined that
user authentication has failed, the camera 110 may acquire
the face image of the user 2 again, the processor 140 may
perform user authentication again based on the acquired face
image of the user 2 again.

[0082] Furthermore, the processor 140 may count the
number of times the user authentication has failed when user
authentication is repeatedly performed.

[0083] FIG. 4A is a diagram for explaining an example of
receiving an emergency access signal from a registered
mobile device in an exemplary embodiment of the present
invention.

[0084] In the user authentication process, it may not
always be correctly determined whether the user 2’s surface
is the registered driver’s surface. User authentication may
fail even when the registered driver is the user 2 according
to changes in the driver’s appearance and various lighting
environments. That is, if the registered driver himself or
herself fails to authenticate the user, a situation in which the
registered driver cannot enter the vehicle may occur.
[0085] Referring to FIG. 4A, when a registered driver
himself or herself fails to authenticate a user and cannot
enter the vehicle 1, the door 100 may be unlocked in another
way.

[0086] The processor 140 may control the communication
module 120 to transmit the face image of the user 2 captured
by the camera 110 to the pre-registered mobile device 3
when user authentication fails a predetermined number of
times.
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[0087] Inthe instant case, the pre-registered mobile device
3 may display the received face image of the user 2 on the
display of the pre-registered mobile device 3.

[0088] The user 2 may check the face image of the user 2
displayed on the display of the mobile device 3 registered in
advance. The user 2 confirms that the face image of the user
2 displayed on the display of the mobile device 3 is his or
her own face image, and can input a command to execute the
emergency access mode to the mobile device 3 registered in
advance.

[0089] The mobile device 3 registered in advance may
transmit an emergency access signal to the communication
module 120 when a command to perform the emergency
access mode is received from the user 2.

[0090] The processor 140 may perform an emergency
access mode when the communication module 120 receives
an emergency access signal from the mobile device 3
registered in advance.

[0091] FIG. 4B is a diagram for explaining an example of
receiving a stop signal from the registered mobile device 3
in an exemplary embodiment of the present invention.

[0092] If user authentication fails continuously, it may be
a situation in which a person with the intention of stealing
the vehicle 1 repeatedly authenticates the user. At the instant
time, the registered driver may need to prevent the vehicle
1 from being stolen.

[0093] Referring to FIG. 4B, when the user 2 other than
the registered driver fails user authentication, the registered
driver can take action with the mobile device 3 registered in
advance.

[0094] The processor 140 may control the communication
module 120 to transmit the face image of the user 2 captured
by the camera 110 to the pre-registered mobile device 3
when user authentication fails a predetermined number of
times. In the instant case, the pre-registered mobile device 3
may display the received face image of the user 2 on the
display of the pre-registered mobile device 3.

[0095] The processor 140 may store the face image of the
user 2 in the memory 150 when user authentication fails a
predetermined number of times.

[0096] The registered driver may check the face image of
the user 2 displayed on the display of the mobile device 3
registered in advance, and may input a command to stop
performing user authentication on the mobile device regis-
tered in advance.

[0097] The mobile device 3 registered in advance may
transmit a stop signal to the communication module 120
upon receiving a command to stop performing user authen-
tication. The processor 140 may stop performing user
authentication when the communication module 120
receives a stop signal from the mobile device 3 registered in
advance.

[0098] FIG. 5A, 5B, and FIG. 6 are diagrams illustrating
performing an emergency access mode according to each
example.

[0099] The processor 140 may perform an emergency
access mode when the communication module 120 receives
an emergency access signal from the mobile device 3
registered in advance. In the instant case, the processor 140
may control the communication module 120 to transmit
driver identification information to the mobile device 3
registered in advance.



US 2022/0074242 Al

[0100] The mobile device 3 registered in advance may
display driver identification information on the display upon
receiving driver identification information.

[0101] The user 2 may recognize driver identification
information through the mobile device 3 registered in
advance. In the instant case, the user 2 may take a gesture
corresponding to driver identification information.

[0102] The processor 140 may control the camera 110 to
acquire a gesture image of the user 2 in the emergency
access mode.

[0103] When the acquired gesture image of the user 2
corresponds to driver identification information, the proces-
sor 140 may control the door locking device 160 to unlock
the door 100.

[0104] FIG. 5A is a diagram illustrating a gesture corre-
sponding to random authentication number in an exemplary
embodiment of the present invention.

[0105] Referring to FIG. 5A, the driver identification
information may be a random authentication number. The
processor 140 may determine a random authentication num-
ber. In the instant case, the random authentication number
may be a number arbitrarily determined from 1, 2, 3, 4, and
5.

[0106] For example, the processor 140 may determine the
number 2 as a random authentication number.

[0107] The mobile device 3 registered in advance may
receive driver identification information corresponding to 2
and display 2 on the display of the mobile device 3.
[0108] At the present time, the user 2 may check the
display of the mobile device 3 and take a gesture corre-
sponding to 2. For example, the gesture corresponding to 2
may be a gesture in which the user 2 indicates 2 with a
finger.

[0109] The gesture image of the user 2 acquired by the
camera 110 is a gesture image representing 2 with a finger,
and since this corresponds to an authentication number
corresponding to 2, the processor 140 controls the door
locking device 160 to unlock the door 100.

[0110] FIG. 5B is a diagram illustrating gestures respec-
tively corresponding to a plurality of random numbers in an
exemplary embodiment of the present invention.

[0111] Referring to FIG. 5B, the authentication number
may be a plurality of random numbers. The processor 140
may determine random plurality of numbers. In the instant
case, the plurality of random numbers may be a plurality of
randomly determined numbers from 1, 2, 3, 4, and 5.
[0112] For example, the processor 140 may determine the
numbers 5, 1, and 3 with a plurality of random numbers.
[0113] The mobile device 3 registered in advance may
receive driver identification information corresponding to 5,
1, and 3, and display 5, 1, and 3 on the display of the mobile
device 3.

[0114] At the present time, the user 2 may check the
display of the mobile device 3 and take gestures correspond-
ing to 5, 1 and 3.

[0115] The plurality of gesture images of the user 2
acquired by the camera 110 are gesture images representing
5, 1 and 3 with a finger, and this corresponds to driver
identification information corresponding to 5, 1 and 3, so
that the processor 140 Controls the door locking device 160
to unlock the door 100.

[0116] As described above, unlocking the door 100 based
on the gesture image of the user 2 and a random authenti-
cation number may be a method using a gesture image of the
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user 2 representing each number, but is not limited thereto.
Any method may be possible as long as the camera 110 can
acquire a gesture corresponding to information displayed on
the registered mobile device 3.

[0117] FIG. 6 is a diagram showing a gesture of a user 2
corresponding to an arbitrary gesture image in an exemplary
embodiment of the present invention.

[0118] Referring to FIG. 6, driver identification informa-
tion may be an arbitrary gesture image.

[0119] Processor 140 may determine an arbitrary gesture
image. In the instant case, the arbitrary gesture may be a
hand gesture arbitrarily determined among various hand
gestures.

[0120] For example, the processor 140 may determine a
gesture to open a palm with an arbitrary gesture image.
[0121] The mobile device 3 registered in advance may
receive driver identification information corresponding to
the palm opening gesture, and display the palm opening
gesture on the display of the mobile device 3.

[0122] At the present time, the user 2 can check the
display of the mobile device 3 and make a gesture to open
the palm.

[0123] The gesture image of the user 2 acquired by the
camera 110 is a gesture image with a palm open, which
corresponds to an arbitrary gesture image with a palm open,
so that the processor 140 controls the door locking device
160 to control the door 100 to be unlocked.

[0124] As described above, the unlocking of the door 100
based on the gesture image of the user 2 and the arbitrary
gesture image may be a method using one arbitrarily deter-
mined gesture image, but is not limited thereto. Any method
may be possible as long as the camera 110 can obtain a
gesture of the user 2 corresponding to the gesture displayed
on the pre-registered mobile device 3.

[0125] FIG. 7 is a diagram showing a flow chart of a
procedure for unlocking a door according to an exemplary
embodiment of the present invention. This is only an exem-
plary embodiment for achieving the object of the present
invention, and of course, some configurations may be added
or deleted as necessary.

[0126] Referring to FIG. 7, the camera 110 may acquire a
face image of the user 2 (1001). In the instant case, the
camera 110 may wake up when the user 2 touches the door
handle 101 or may acquire a face image of the user 2.
However, the time point at which the camera 110 wakes up
or acquires a face image of the user 2 is not limited only
when the user 2 touches the door handle 101. The camera
110 may transmit the acquired face image of the user 2 to the
processor 140.

[0127] The processor 140 may perform user authentica-
tion based on the acquired face image of the user 2 (1002).
[0128] The processor 140 may determine whether user
authentication is successful based on the acquired face
image and the reference image of the user 2 (1003). If it is
determined that the user authentication is successful (YES in
1003), the processor 140 may unlock the door 100 by
controlling the door locking device 160. If it is determined
that user authentication has failed (“No” in 1003), the
processor 140 counts the accumulated number of user
authentication failures.

[0129] The processor 140 may determine whether the
number of times the user authentication has failed is equal
to a preset number of times (1004).
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[0130] If the number of user authentication failures is not
the same as the preset number (‘No’ in 1004), the camera
110 acquires the face image of the user 2 again, and the
processor 140 performs user authentication again based on
the acquired face image of the user 2 again.

[0131] When the number of user authentication failures is
the same as the preset number (‘Yes’ in 1004), the processor
140 controls the communication module 120 to transmit the
face image of the user 2 to the mobile device 3 registered in
advance. (1005). In the instant case, the pre-registered
mobile device 3 may display the received face image of the
user 2 on the display of the pre-registered mobile device 3.
[0132] The user 2 may select an appropriate command
based on the displayed face image of the user 2 and input it
to the mobile device 3 registered in advance.

[0133] That is, if the displayed face image is the image of
the registered driver, the user 2 can input a command to
perform the emergency access mode, and the registered
driver may input a command to stop performing user authen-
tication if the displayed face image is an image of a person
other than the registered driver.

[0134] The mobile device 3 registered in advance can
transmit an emergency access signal to the communication
module 120 when receiving a command to perform the
emergency access mode, and when receiving a command to
stop performing user authentication, the communication
module 120 transmits a stop signal to the communication
module 120.

[0135] When the communication module 120 receives an
emergency access signal from the pre-registered mobile
device 3 (‘Yes’ in 1006), the processor 140 may transmit
driver identification information to the pre-registered mobile
device 3 (1007). In the instant case, the driver identification
information may be a random authentication number or an
arbitrary gesture image.

[0136] The mobile device 3 registered in advance may
display driver identification information on the display upon
receiving driver identification information. In the instant
case, the user 2 may take a gesture corresponding to the
driver identification information, and the processor 140 may
control the camera 110 to acquire a gesture image of the user
2 (1008).

[0137] The processor 140 may determine whether the
acquired gesture image of the user 2 corresponds to driver
identification information (1009). If the gesture image of the
user 2 does not correspond to the driver identification
information (“No” in 1009), the door 100 may not be
unlocked.

[0138] When the gesture image of the user 2 corresponds
to the driver identification information (“Yes’ in 1009), the
processor 140 may control the door locking device 160 to
unlock the door 100 (1010).

[0139] FIG. 8 is a diagram illustrating a flow chart of a
procedure for stopping and performing user authentication
again according to an exemplary embodiment of the present
invention.

[0140] Referring to FIG. 8, the communication module
120 may receive a stop signal without receiving an emer-
gency access signal from a pre-registered mobile device
(“No” in 1006) (1011).

[0141] When the communication module 120 receives a
stop signal from the mobile device 3 registered in advance,
the processor 140 stops performing user authentication
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(1012). In the instant case, the processor 140 may store the
acquired face image of the user 2 in the memory 150.
[0142] When the user authentication is stopped, unlocking
the door 100 through face authentication of the user 2 may
be impossible.

[0143] The registered driver may later attempt to unlock
the door 100 through his or her face authentication. The
registered driver may input a command to perform user
authentication again on the previously registered mobile
device 3. In the instant case, the mobile device 3 registered
in advance may transmit a stop release signal to the com-
munication module 120.

[0144] When the communication module 120 receives the
stop release signal (YES in 1013), the processor 140 may
perform user authentication again (1014).

[0145] The disclosed exemplary embodiments may be
implemented in a form of a recording medium storing
instructions executable by a computer. The instruction may
be stored in a form of a program code, and when executed
by a processor, a program module may be generated to
perform the operation of the included exemplary embodi-
ments. The recording medium may be implemented as a
computer-readable recording medium.

[0146] The non-transitory computer-readable recording
medium includes all types of recording media storing data
readable by a computer system. Examples of the computer-
readable recording medium include a Read Only Memory
(ROM), a Random Access Memory (RAM), a magnetic
tape, a magnetic disk, a flash memory, an optical data
storage device, or the like.

[0147] Although a few exemplary embodiments of the
present invention have been shown and described, it would
be appreciated by those skilled in the art that changes may
be made in these exemplary embodiments without departing
from the principles and spirit of the present invention, the
scope of which is defined in the claims and their equivalents.
[0148] According to various aspects of the present inven-
tion, it is possible to provide a vehicle configured for
unlocking a door by another method when user authentica-
tion fails continuously even though a registered driver is
unable to enter the vehicle.

[0149] According to various aspects of the present inven-
tion, it is possible to provide a vehicle and a control method
thereof configured for preventing a risk of theft of a vehicle
by storing a face image of a person who attempted user
authentication and transmitting it to a registered mobile
device.

[0150] For convenience in explanation and accurate defi-
nition in the appended claims, the terms “upper”, “lower”,
“inner”, “outer”, “up”, “down”, “upwards”, “downwards”,
“front”, “rear”, “back”, “inside”, “outside”, “inwardly”,
“outwardly”, “interior”, “exterior”, “internal”, “external”,
“forwards”, and “backwards” are used to describe features
of the exemplary embodiments with reference to the posi-
tions of such features as displayed in the figures. It will be
further understood that the term “connect” or its derivatives
refer both to direct and indirect connection.

[0151] The foregoing descriptions of specific exemplary
embodiments of the present invention have been presented
for purposes of illustration and description. They are not
intended to be exhaustive or to limit the present invention to
the precise forms disclosed, and obviously many modifica-
tions and variations are possible in light of the above
teachings. The exemplary embodiments were chosen and
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described to explain certain principles of the present inven-
tion and their practical application, to enable others skilled
in the art to make and utilize various exemplary embodi-
ments of the present invention, as well as various alterna-
tives and modifications thereof. It is intended that the scope
of the present invention be defined by the Claims appended
hereto and their equivalents.

What is claimed is:

1. A vehicle comprising:

a camera configured to acquire a face image of a user
approaching from outside the vehicle and a gesture
image of the user;

a communication module configured for communicating
with a mobile device;

a door locking device configured to lock a door of the
vehicle or unlock the door of the vehicle; and

a processor configured to perform user authentication
according to the face image of the user, and to unlock
the door upon determining that the user authentication
is successful,

wherein the processor is configured to control the com-
munication module to transmit the face image of the
user to a pre-registered mobile device upon determin-
ing that the user authentication fails a predetermined
number of times.

2. The vehicle according to claim 1, wherein the processor
is configured to control the communication module to
receive an emergency access signal from the pre-registered
mobile device, and to control the door locking device to
unlock the door upon determining that the gesture image of
the user satisfies an unlock condition.

3. The vehicle according to claim 2, wherein the processor
is configured to control the communication module to trans-
mit driver identification information to the pre-registered
mobile device, and control the door locking device to unlock
the door upon determining that the gesture image of the user
corresponds to the driver identification information.

4. The vehicle according to claim 2, wherein the processor
is configured to control the communication module to trans-
mit an arbitrary authentication number to the pre-registered
mobile device, and to control the door locking device to
unlock the door upon determining that the gesture image of
the user corresponds to the arbitrary authentication number.

5. The vehicle according to claim 2, wherein the processor
is configured to control the communication module to trans-
mit an arbitrary gesture image to the pre-registered mobile
device, and to control the door locking device to unlock the
door upon determining that the gesture image of the user
corresponds to the arbitrary gesture image.

6. The vehicle according to claim 1, wherein the processor
is configured to stop the user authentication upon determin-
ing that the communication module receives a stop signal
from the pre-registered mobile device.

7. The vehicle according to claim 6, wherein the processor
is configured to perform the user authentication again upon
determining that the communication module receives a stop
release signal from the pre-registered mobile device.

8. The vehicle according to claim 1 further including:

an input configured to receive information on the mobile
device,

wherein the processor is configured to receive the infor-
mation on the mobile device from the input and to store
the information on the mobile device in a memory.
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9. The vehicle according to claim 1, wherein the processor
is configured to store the face image of the user in a memory
upon determining that the user authentication fails a prede-
termined number of times.

10. The vehicle according to claim 1, wherein the camera
is provided on a B-pillar or A-pillar of the vehicle.

11. A controlling method of a vehicle, the controlling
method comprising:

acquiring a face image of a user approaching from outside

the vehicle by a camera;
performing, by a processor connected to the camera, user
authentication according to the face image of the user;

unlocking, by the processor, the door upon determining
that the user authentication is successful; and

controlling, by the processor, a communication module
connected to the processor to transmit the face image of
the user to a pre-registered mobile device upon deter-
mining that the user authentication fails a predeter-
mined number of times.

12. The method according to claim 11, further including:

acquiring a gesture image of the user by the camera;

controlling, by the processor, the communication module
to receive an emergency access signal from the pre-
registered mobile device, and

controlling, by the processor, a door locking device to

unlock the door upon determining that the gesture
image of the user satisfies an unlock condition.

13. The method according to claim 12, wherein the
controlling the door locking device to unlock the door
includes:

controlling the communication module to transmit driver

identification information to the pre-registered mobile
device, and

controlling the door locking device to unlock the door

upon determining that the gesture image of the user
corresponds to the driver identification information.

14. The method according to claim 12, wherein the
controlling the door locking device to unlock the door
includes:

controlling the communication module to transmit an

arbitrary authentication number to the pre-registered
mobile device, and

controlling the door locking device to unlock the door

upon determining that the gesture image of the user
corresponds to the arbitrary authentication number.

15. The method according to claim 12, wherein the
controlling the door locking device to unlock the door
includes:

controlling the communication module to transmit an

arbitrary gesture image to the pre-registered mobile
device, and

controlling the door locking device to unlock the door

upon determining that the gesture image of the user
corresponds to the arbitrary gesture image.

16. The method according to claim 11, further including:

stopping, by the processor, the user authentication upon

determining that the communication module receives a
stop signal from the pre-registered mobile device.

17. The method according to claim 16, further including:

performing, by the processor, the user authentication

again upon determining that the communication mod-
ule receives a stop release signal from the pre-regis-
tered mobile device.
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18. The method according to claim 11, further including:

receiving, by the processor, information on the mobile
device, and

storing, by the processor, the information on the mobile
device in a memory.

19. The method according to claim 11, further including:

storing, by the processor, the face image of the user in a
memory upon determining that the user authentication
fails a predetermined number of times.

* * * * *



